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Data Protection Act 2018
2018 CHAPTER 12

PART 6

ENFORCEMENT

Enforcement notices

149 Enforcement notices

(1) Where the Commissioner is satisfied that a person has failed, or is failing, as described
in subsection (2), (3), (4) or (5), the Commissioner may give the person a written
notice (an “enforcement notice”) which requires the person—

(a) to take steps specified in the notice, or
(b) to refrain from taking steps specified in the notice,

or both (and see also sections 150 and 151).

(2) The first type of failure is where a controller or processor has failed, or is failing, to
comply with any of the following—

(a) a provision of Chapter II of the GDPR or Chapter 2 of Part 3 or Chapter 2 of
Part 4 of this Act (principles of processing);

(b) a provision of Articles 12 to 22 of the GDPR or Part 3 or 4 of this Act
conferring rights on a data subject;

(c) a provision of Articles 25 to 39 of the GDPR or section 64 or 65 of this Act
(obligations of controllers and processors);

(d) a requirement to communicate a personal data breach to the Commissioner or
a data subject under section 67, 68 or 108 of this Act;

(e) the principles for transfers of personal data to third countries, non-Convention
countries and international organisations in Articles 44 to 49 of the GDPR or
in sections 73 to 78 or 109 of this Act.

(3) The second type of failure is where a monitoring body has failed, or is failing, to
comply with an obligation under Article 41 of the GDPR (monitoring of approved
codes of conduct).
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(4) The third type of failure is where a person who is a certification provider—
(a) does not meet the requirements for accreditation,
(b) has failed, or is failing, to comply with an obligation under Article 42 or 43

of the GDPR (certification of controllers and processors), or
(c) has failed, or is failing, to comply with any other provision of the GDPR

(whether in the person’s capacity as a certification provider or otherwise).

(5) The fourth type of failure is where a controller has failed, or is failing, to comply with
regulations under section 137.

(6) An enforcement notice given in reliance on subsection (2), (3) or (5) may only
impose requirements which the Commissioner considers appropriate for the purpose
of remedying the failure.

(7) An enforcement notice given in reliance on subsection (4) may only impose
requirements which the Commissioner considers appropriate having regard to the
failure (whether or not for the purpose of remedying the failure).

(8) The Secretary of State may by regulations confer power on the Commissioner to give
an enforcement notice in respect of other failures to comply with the data protection
legislation.

(9) Regulations under this section—
(a) may make provision about the giving of an enforcement notice in respect of

the failure, including by amending this section and sections 150 to 152,
(b) may make provision about the giving of an information notice, an assessment

notice or a penalty notice, or about powers of entry and inspection, in
connection with the failure, including by amending sections 142, 143, 146,
147 and 155 to 157 and Schedules 15 and 16, and

(c) are subject to the affirmative resolution procedure.

150 Enforcement notices: supplementary

(1) An enforcement notice must—
(a) state what the person has failed or is failing to do, and
(b) give the Commissioner’s reasons for reaching that opinion.

(2) In deciding whether to give an enforcement notice in reliance on section 149(2), the
Commissioner must consider whether the failure has caused or is likely to cause any
person damage or distress.

(3) In relation to an enforcement notice given in reliance on section 149(2), the
Commissioner’s power under section 149(1)(b) to require a person to refrain from
taking specified steps includes power—

(a) to impose a ban relating to all processing of personal data, or
(b) to impose a ban relating only to a specified description of processing of

personal data, including by specifying one or more of the following—
(i) a description of personal data;

(ii) the purpose or manner of the processing;
(iii) the time when the processing takes place.
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(4) An enforcement notice may specify the time or times at which, or period or periods
within which, a requirement imposed by the notice must be complied with (but see
the restrictions in subsections (6) to (8)).

(5) An enforcement notice must provide information about—
(a) the consequences of failure to comply with it, and
(b) the rights under sections 162 and 164 (appeals etc).

(6) An enforcement notice must not specify a time for compliance with a requirement
in the notice which falls before the end of the period within which an appeal can be
brought against the notice.

(7) If an appeal is brought against an enforcement notice, a requirement in the notice need
not be complied with pending the determination or withdrawal of the appeal.

(8) If an enforcement notice—
(a) states that, in the Commissioner’s opinion, it is necessary for a requirement

to be complied with urgently, and
(b) gives the Commissioner’s reasons for reaching that opinion,

subsections (6) and (7) do not apply but the notice must not require the requirement to
be complied with before the end of the period of 24 hours beginning when the notice
is given.

(9) In this section, “specified” means specified in an enforcement notice.

151 Enforcement notices: rectification and erasure of personal data etc

(1) Subsections (2) and (3) apply where an enforcement notice is given in respect of a
failure by a controller or processor—

(a) to comply with a data protection principle relating to accuracy, or
(b) to comply with a data subject’s request to exercise rights under Article 16, 17

or 18 of the GDPR (right to rectification, erasure or restriction on processing)
or section 46, 47 or 100 of this Act.

(2) If the enforcement notice requires the controller or processor to rectify or erase
inaccurate personal data, it may also require the controller or processor to rectify or
erase any other data which—

(a) is held by the controller or processor, and
(b) contains an expression of opinion which appears to the Commissioner to be

based on the inaccurate personal data.

(3) Where a controller or processor has accurately recorded personal data provided by the
data subject or a third party but the data is inaccurate, the enforcement notice may
require the controller or processor—

(a) to take steps specified in the notice to ensure the accuracy of the data,
(b) if relevant, to secure that the data indicates the data subject’s view that the

data is inaccurate, and
(c) to supplement the data with a statement of the true facts relating to the matters

dealt with by the data that is approved by the Commissioner,
(as well as imposing requirements under subsection (2)).
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(4) When deciding what steps it is reasonable to specify under subsection (3)(a), the
Commissioner must have regard to the purpose for which the data was obtained and
further processed.

(5) Subsections (6) and (7) apply where—
(a) an enforcement notice requires a controller or processor to rectify or erase

personal data, or
(b) the Commissioner is satisfied that the processing of personal data which

has been rectified or erased by the controller or processor involved a failure
described in subsection (1).

(6) An enforcement notice may, if reasonably practicable, require the controller or
processor to notify third parties to whom the data has been disclosed of the rectification
or erasure.

(7) In determining whether it is reasonably practicable to require such notification, the
Commissioner must have regard, in particular, to the number of people who would
have to be notified.

(8) In this section, “data protection principle relating to accuracy” means the principle
in—

(a) Article 5(1)(d) of the GDPR,
(b) section 38(1) of this Act, or
(c) section 89 of this Act.

152 Enforcement notices: restrictions

(1) The Commissioner may not give a controller or processor an enforcement notice in
reliance on section 149(2) with respect to the processing of personal data for the special
purposes unless—

(a) a determination under section 174 with respect to the data or the processing
has taken effect, and

(b) a court has granted leave for the notice to be given.

(2) A court must not grant leave for the purposes of subsection (1)(b) unless it is satisfied
that—

(a) the Commissioner has reason to suspect a failure described in section 149(2)
which is of substantial public importance, and

(b) the controller or processor has been given notice of the application for leave
in accordance with rules of court or the case is urgent.

(3) An enforcement notice does not require a person to do something to the extent that
requiring the person to do it would involve an infringement of the privileges of either
House of Parliament.

(4) In the case of a joint controller in respect of the processing of personal data to which
Part 3 or 4 applies whose responsibilities for compliance with that Part are determined
in an arrangement under section 58 or 104, the Commissioner may only give the
controller an enforcement notice in reliance on section 149(2) if the controller is
responsible for compliance with the provision, requirement or principle in question.
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153 Enforcement notices: cancellation and variation

(1) The Commissioner may cancel or vary an enforcement notice by giving written notice
to the person to whom it was given.

(2) A person to whom an enforcement notice is given may apply in writing to the
Commissioner for the cancellation or variation of the notice.

(3) An application under subsection (2) may be made only—
(a) after the end of the period within which an appeal can be brought against the

notice, and
(b) on the ground that, by reason of a change of circumstances, one or more of

the provisions of that notice need not be complied with in order to remedy the
failure identified in the notice.


