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Data Protection Impact Assessment  
 

Phase 1 - GPS rollout as part of Home Detention Curfew (HDC) release 
licence  

 
The Electronic Monitoring (Approved Devices) (Scotland) Amendment 
Regulations 2024, and 
 
The Electronic Monitoring (Use of Devices and Information) (Scotland) 
Regulations 2025 
 
Version date: 18.11.24 
 
Review date: 18.11.25 (or earlier as required 
 
Background 
 
This Data Protection Impact Assessment (DPIA) relates to the rollout of the use 
of GPS technology to electronically monitor an individual’s compliance with 
specific conditions which form part of a Home Detention Curfew (HDC) licence 
which they have been released from custody subject to. It covers the additional 
considerations raised by the use of GPS technology to monitor individuals and 
supplements the full DPIA which already exists for the Electronic Monitoring (EM) 
service.  
 
The Management of Offenders (Scotland) Act 2019 (“the 2019 Act”) makes 
provision allowing the courts when making certain disposals to require a person 
to submit to electronic monitoring of their compliance with a geographical 
condition of their disposal. The Scottish Ministers can do the same for an 
individual being released from custody on licence. Section 8 of the 2019 Act 
gives the Scottish Ministers the power by regulations to prescribe “approved 
devices” which can be used for electronic monitoring. Section 9 of the 2019 Act 
gives the Scottish Ministers the power to make provision about how approved 
devices, and the information obtained through monitoring an individual using 
them, may be used. Section 10 of the 2019 Act gives the Scottish Ministers the 
power to make contractual arrangements to secure the monitoring of an 
individual. Contractual arrangements have been made with a third party for the 
purpose of monitoring compliance and processing personal data which are 
currently operating for the existing EM service and will cover phase 1 rollout of 
GPS technology. 
 
The types of electronic devices which are currently approved devices are 
prescribed in the Electronic Monitoring (Approved Devices) (Scotland) 
Regulations 2020 (308). 
 
These Regulations are intended to amend the list of prescribed approved devices 
to add GPS technology for use, initially, with HDC and make provision about how 
GPS technology will be used with HDC. They will also make provision on how the 
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information obtained through monitoring a person by means of GPS technology 
(and existing radio frequency technology) can be used. 
  
GPS technology offers a means of monitoring an individual’s requirement to stay 
away from (or within) geographic areas on a wider basis than the current 
technology, radio frequency (RF) can.  GPS allows the processing of location 
tracking data around relevant geographic areas specifically defined to meet the 
needs of particular circumstances.  This DPIA is intended to help to identify and 
mitigate risks to the privacy and data protection rights of individuals as a result of 
GPS rollout – phase 1. 
 
EM Technology 
 
Radio Frequency 
An individual’s compliance with the relevant licence condition is monitored 
electronically by their wearing of a PID (personal identification device) around 
their ankle (a device about the size of a digital watch) along with a home 
monitoring unit installed in their place of residence. The PID communicates with 
the home monitoring unit via a radio frequency (RF) signal. The home monitoring 
unit is a data collection and communication device. 
 
GPS  
As with RF technology, an individual’s compliance with the relevant licence 
condition is monitored electronically by their wearing of a PID around their ankle. 
This technology provides the additional means of monitoring an individual’s 
location requirement around exclusion zones and geographic areas. GPS uses 
satellite or a secondary location tracking medium to identify the PIDs (and 
therefore the monitored individual’s) location and transmits that information to the 
existing web-enabled application via a mobile phone network. 
 
Dual functionality GPS/RF 
Again, an individual’s compliance with the relevant licence condition is monitored 
electronically by their wearing of a PID (personal identification device) around 
their ankle. The device will have both RF and GPS functionality. When using the 
dual functionality GPS/RF PID, a home monitoring unit will also be installed to 
receive information from the PID by short range radio signal rather than through 
the GPS. This would monitor the individual’s compliance with a curfew condition. 
The GPS functionality will only monitor movement outside the home (although 
may also be used as a secondary source / back up to ensure compliance with the 
curfew condition if required). 
 
 
This DPIA works in conjunction with the Article 36(4) ICO consultation form 
submitted in advance of this, as the proposal requires consultation with the 
Information Commissioner’s Office (ICO) and is undertaken on behalf of the data 
controllers who will, prior to processing, carry out an assessment of the impact of 
the envisaged processing operations on the protection of personal data, in 
compliance with UK General Data Protection Regulation (UKGDPR) Article 
35(10). 
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1. Contact and schedule information 
 

1.1 SG department Justice Directorate 
1.2 Contact email  
1.3 Data protection support email 

Data protection officer 
dpa@gov.scot  
dataprotectionofficer@gov.scot  

1.4 Is your proposal primary 
legislation, secondary legislation or 
other form of statutory measure? 

The provisions are being made 
through secondary legislation. 
 
Regulations will be laid before the 
Scottish Parliament under sections 
8(1), 9(1) 15(1) and 15(2) of the 
Management of Offenders (Scotland) 
Act 2019. 
  
Regulations made under section 8(1) 
and 15(1) are subject to negative 
procedure, in accordance with section 
15(2)(b). The “Use of Devices and 
Information” regulations are made 
under section 9(1) and 15(1), and are 
subject to affirmative procedure in 
accordance with section 15(2)(a).  

1.5 What stage is the legislative 
process at? Please indicate any 
relevant timescales and deadlines.  

The regulations are planned to be laid 
before the Scottish Parliament in 
November  2024 
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2. Introductory information 
 

 Questions Comments 

2.1 Summary of proposal The Electronic Monitoring (Approved 
Devices) (Scotland) Amendment 
Regulations 2024 add GPS 
technology as a prescribed device for 
electronically monitoring an 
individual’s compliance with certain 
licence conditions. This will introduce 
GPS technology as an additional 
option alongside the well-established 
existing technology of RF for 
electronic monitoring. Only GPS 
devices which have dual RF 
functionality are prescribed. See 
Annex A for data flow map.    
 
The Electronic Monitoring (Use of 
Devices and Information) (Scotland) 
Regulations 2025 provide that a GPS 
approved device may only be used in 
two sets of circumstances.  
 
The first set of circumstances are that 
the Scottish Ministers require a 
person to submit to monitoring, the 
underlying condition to be monitored 
must be of a type mentioned in 
section 7(1)(b) of the 2019 Act (for 
example a condition excluding the 
person from entering an area or 
place) and the person must be 
released on a licence under section 
3AA(1) of the Prisoners and Criminal 
Proceedings (Scotland) Act 1993 
(known as an HDC licence).  
 
In those circumstances the GPS 
device would be used to monitor the 
person’s compliance with the relevant 
condition. 
 
The second set of circumstances are 
that the Scottish Ministers require a 
person to submit to monitoring, there 
must be two underlying conditions to 
be monitored – one a curfew 
condition in an HDC licence and the 
other a condition of type mentioned in 
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 Questions Comments 
section 7(1)(b) of the 2019 Act (as 
above, for example, a condition 
excluding the person from entering 
an area or place) - and the person 
must be released on an HDC licence. 
 
In those circumstances, the curfew 
condition would primarily be 
monitored by the RF functionality of 
the GPS device and the other 
condition would be monitored by the 
GPS functionality. 
 
More information on HDC is attached 
at Annex C. 
 
The Regulations also provide that an 
RF approved device may be used for 
the purposes it is already used for. 
 
These Regulations also provide for 
how information obtained through 
monitoring an individual using a RF 
approved device or GPS approved 
device can be used. They set out the 
maximum period for which 
information can be retained and also 
the purposes for which it can be 
shared by, or on behalf of, the 
Scottish Ministers. 
 
During phase 1, the Regulations 
noted above will restrict GPS use to 
HDC. The current RF technology for 
monitoring HDC curfew conditions 
will still be used, GPS will provide 
additional capability to what can be 
monitored by way of HDC release 
conditions, around geographic 
restrictions.  
 

2.2 Description of the personal data 
involved 
 
Please also specify if this personal 
data will be special category data, 
or relate to criminal convictions or 
offences 

The service provider already collects 
some personal information as part of 
the existing service such as name, 
address, contact number, conditions 
and any other personal data about 
the individual which might include 
some special category data.  
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 Questions Comments 
GPS allows for more sophisticated 
monitoring than RF devices. RF will 
continue to monitor any curfew 
conditions, with GPS monitoring 
location condition (s).  
 
GPS phase 1 rollout will see personal 
data processed in addition to the 
personal data which is processed 
under the existing RF monitoring 
service. It will detail of the individual’s 
movements and locations throughout 
the duration of the monitoring period 
(including compliance, movement 
history). Information processed will 
be proportionate to manage and 
monitor an individual’s compliance 
with curfew and location restrictions 
in line with licence release conditions 
in the community to further protect 
public safety. Location data will be 
collected at all times while wearing 
the tag to allow the licence release 
conditions to be monitored (as 
exclusion zones are in place 24/7, 
and also for technical reasons around 
assessing the ongoing functionality of 
the devices). Reporting back to the 
Scottish Prison Service on the data 
though will only be in relation to 
matters relevant to adherence to the 
licence conditions. 
 
The location data may be requested 
by Police Scotland in relation to the 
alleged commission of offences by 
the individual.  Police Scotland would 
formally request this from the 
Scottish Government and would 
specify the legal basis for this 
request.  Namely that it is required for 
the “prevention, investigation 
detection or prosecution of criminal 
offences or the execution of criminal 
penalties, including the safeguarding 
against and the prevention of threats 
to public security”.  The Scottish 
Government would then be required 
to ensure that the request from Police 
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Scotland satisfies the criteria of the 
law enforcement purposes under Part 
3 of the DPA 2018. 
 
Some special category data may also 
be captured incidentally as a by-
product of monitoring on occasion, 
such as  attendance at a specialist 
medical centre or regular attendance 
at a church. However, this does not 
itself necessarily “reveal” religious 
beliefs or data concerning health. 
 
 
 

2.3 Will the processing of personal 
data as a result of the proposal 
have an impact on decisions made 
about individuals, groups or 
categories of persons? 
 
If so, please explain the potential 
or actual impact. This may include, 
for example, a denial of an 
individual’s rights, or use of social 
profiling to inform policy making.  

Yes. Compliance information will be 
used by the Scottish Prison Service 
(legally the Scottish Ministers) who 
will make a decision on actions to 
take in each case, including 
revocation of the individual’s HDC 
licence and their recall to prison. 
 
Location data captured will not be 
constantly and routinely shared with 
SPS &/or Police Scotland.  It will be 
reported by exception, such as 
incursion into an exclusion zone.  
 
Data on compliance is already 
collected via RF technology as part of 
the monitoring service. The addition 
of GPS technology will extend the 
data generated to include movement 
and geographical location for some 
monitored persons.  
 
The purpose for sharing this location 
information is limited to SPS decision 
making in relation to decisions on 
revocation and recall arising because 
of a breach of the relevant 
geographical restriction condition. 
 
This is in relation to SPS statutory 
functions within the Prisoner and 
Criminal Proceedings (Scotland) Act 
1993 and Management of Offenders 
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 Questions Comments 
(Scotland) Act 2019 in relation to 
release on licence. 
 
The personal data obtained through 
monitoring may also be shared with 
the Parole Board for Scotland to 
enable them to make a decision on 
whether to direct the SPS to cancel 
the revocation of the individual’s HDC 
licence. When SPS make a decision 
to revoke an individual’s HDC licence 
and recall them to prison, the 
individual can make representations 
to SPS with respect to the revocation. 
Where the individual makes 
representations, SPS is required to 
refer the case to the Parole Board for 
direction on whether or not the 
revocation should be cancelled. 
 
Location data may also be shared 
with Police Scotland when gathering 
evidence on potential/alleged 
offences they are investigating. 
SPS, Police Scotland, local 
authorities and the EM service 
provider may also share the personal 
data obtained through monitoring for 
the purposes of multi-agency public 
protection arrangements (MAPPA). It 
may be used to assess the risk 
presented by an individual on release 
from custody and contribute to the 
management plan put in place for the 
risks presented by the monitored 
person in the community. 
 
Regulation 4 of the Electronic 
Monitoring (Use of Devices and 
Information) (Scotland) Regulations 
also provides that information may be 
shared by the Scottish Ministers to 
inform a court or a supervising or 
relevant officer that the monitored 
person has failed to comply with a 
requirement of a number of court 
orders. This information will only be 
obtained through use of an RF device 
during phase 1 of the GPS rollout 
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 Questions Comments 
and reflects existing obligations and 
duties on Scottish Ministers and its 
electronic monitoring provider to 
share this information. 
 
Section 14 of the 2019 Act also 
provides for the sharing of 
information for the purpose of 
providing documentary evidence of 
non-compliance. GPS data will be 
shared as part of this documentary 
evidence of non-compliance.  The 
S14 provisions are a further legal 
gateway setting out that documentary 
evidence can be shared from the 
electronic monitoring system, when it 
is needed for assessing the 
electronic monitoring of any order or 
licence. The scope is set only by the 
information being related to the 
electronic monitoring of those orders 
and licences. 
 
There is a (assessed as very small) 
risk that the individual will not be fully 
aware of any geographical movement 
restrictions. This will be mitigated 
through a communications framework 
for all individuals subject to GPS 
monitoring, with SPS describing any 
geographical restrictions to the 
individual  before release, including 
providing graphical and descriptive 
notice of the conditions and the 
service provider reiterating these 
during installation of equipment.  
 
 

2.4 Necessity, proportionality and 
justification 
 
What issue/public need is the 
proposal seeking to address? 
 
What policy objective is the 
legislation trying to meet?  
 
Were less invasive or more 
privacy-friendly options 

Public safety and any potential risk to 
victims are always key factors in 
determining suitability for EM, 
including the nature of curfew periods 
and any restrictions from particular 
places.   
 
Any use of GPS will be linked to the 
aims of HDC: public protection, 
reducing re-offending and assisting 
with re-integration. It is also 
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 Questions Comments 
considered, and if so why were 
these options rejected? 
 
Are there any potential unintended 
consequences with regards to the 
provisions e.g., would the 
provisions result in unintended 
surveillance or profiling? 
 
Have you considered whether the 
intended processing will have  
appropriate safeguards in place? If 
so briefly explain the nature of 
those safeguards and how any 
safeguards ensure the balance of 
any competing interests in relation 
to the processing. 
 

envisaged that the rollout of GPS will 
help address the prison population by 
increasing the options available to 
SPS to manage and monitor 
individual in the community. 
 
The policy objective is to allow the 
introduction of GPS technology as an 
additional option for SPS alongside 
the existing technology of RF for EM 
to help improve community 
reintegration, public safety and 
reduce pressure on prison system. 
 
We do not think there are any less 
intrusive ways of achieving this 
objective.  HDC allows an individual 
to serve a portion of their custodial 
sentence in the community. The 
introduction of GPS as an additional 
risk management tool gives SPS 
additional capability for managing 
prisoners considered for HDC. 
Serving part of their custodial 
sentence in the community is less 
invasive than custody thus improving 
privacy for individuals. Not every 
individual on HDC will be monitored 
by GPS, and use will follow an 
individual assessment of risk. 
 
We do not consider that there will be 
any unintended consequences of 
these provisions. 
 
Data will be gathered to monitor 
compliance with HDC licence release 
conditions imposed on an individual 
by SPS – while the curfew element 
will generally be in place for 12 hours 
it is anticipated that any geographical 
restrictions (e.g. exclusion zones) will 
generally be in place for the duration 
of the electronic monitoring order. It 
will also be collected to ensure that 
the functionality of the EM equipment 
(so that it continues to operate in 
order to ensure compliance with 
conditions) and reduce any risks 
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associated with potential non-
compliance with the geographical 
restrictions placed on the individual.   
 
The Regulations will also provide 
safeguards by limiting the purposes 
for which the Scottish Ministers (as 
SPS) can share personal data 
obtained from monitoring a person 
using GPS technology. 
 
This data may be shared 1) with 
Police Scotland or the Crown Office 
(and SCTS who may administer court 
matters) when gathering evidence on 
potential/alleged offences they are 
investigating or prosecuting 
respectively, 2) with local authorities 
if they are providing supervision, 
advice, assistance and guidance to 
the monitored person, 3) with the 
Parole Board for Scotland to allow 
them to consider whether the 
monitored person’s HDC licence 
revocation should be cancelled, and 
4) with MAPPA partners to allow an 
assessment and management of the 
risks posed by a monitored person on 
their release to the community by a 
means other than HDC licence. 
 
SPS will not be able to share 
personal data for other purposes.  
 
Retention       
 
Retention  will be for the primary 
purpose of supporting ongoing 
criminal cases in process. 
 
The EM service provider security 
standards and storage are currently 
operating for existing EM service and 
will cover phase 1 rollout of GPS 
technology. Data is hosted in its 
entirety in an Amazon Web Services 
(AWS) hosting environment aligned 
to the standardised architecture for 
UK-OFFICIAL in the AWS Cloud. 
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Data stored therein is encrypted to 
Advanced Encryption Standard 
(AES) 256. 
 
Under the contractual arrangements 
between Scottish Minister’s and the 
service provider all records must be 
retained for 5 years after the end of 
the Contract period including the 
orders placed, the services provided 
and payments made and reimbursed 
under it. 
 
This will be in accordance with UK 
GDPR storage limitation principals 
(section 39 of the DPA which 
requires that personal data be kept 
for no longer than is necessary). 
Section 41 of the DPA also confirms 
personal data may be stored for 
longer periods insofar as the 
personal data will be processed 
solely for archiving purposes in the 
public interest .  
 
Public interest in this situation would 
be in allowing a period of continuity 
for retention of data for where 
ongoing judicial process such as 
court cases may have a need to draw 
on that EM data if relevant to the 
court case in process. 
 
The Scottish Ministers contract 
stipulates that upon reaching the pre-
set retention date, the service 
provider will transfer the records to 
the Data Controller for secure 
deletion.  This will be transferred and 
stored securely until deleted. The 
practical arrangements for transfer 
and deletion will be agreed between 
Scottish Minister’s and EM service 
provider prior to pre-set retention 
date. 
 
The Regulations also provide that 
information obtained from monitoring 
a person using GPS technology can  
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be held for a maximum of 12 years. 
This reflects the length of contract for 
EM services (5 years with a 
possibility of a 2 year extension) and 
the retention period provided in the 
contract (a further 5 years after the 
contract’s expiry). The information 
does not have to be retained for the 
full 12 years and can be destroyed 
earlier.   
The data retention timeframes 
mirrors current practice for retention 
of electronic monitoring data 
collected. That timeframe is informed 
by what we have seen as typical 
timeframes under previous contracts 
as to how long the information 
continued to have utility in being 
retained at an individual level, 
principally in being available for 
ongoing police investigations and 
appeals of judicial process (across all 
orders and licences).  
 
RF approved devices 
 
The Use of Devices and Information 
Regulations also make provision in 
relation to the uses of RF approved 
devices and the information obtained 
under them (retention and sharing). 
The Regulations simply reflect 
current practice in relation to these 
devices and the information obtained 
through their use. 
 
 

2.5 Will the implementation be 
accompanied by guidance or by an 
associated Code of Conduct? 
 
If the latter, what will be the status 
of the Code of Conduct? (statutory 
or voluntary?_ 
 
 
 

The implementation of the proposals 
is principally guided by a model of 
operation with input from colleagues 
with relevant interests across the 
justice community, including policy 
and legal officials and will be tested 
during GPS rollout – phase 1.  
 
Implementation will also be 
supported by SPS operational and 
decision-making guidance, and 
contractual arrangements between 
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 Questions Comments 
Scottish Ministers and the EM service 
provider. 

 
 
3. Data Controllers  
 
<If there is more than one data controller involved please complete a separate table 
for each> 
 
Organisation Scottish Ministers 

Activities 
 

Scottish Government (Scottish 
Ministers) will be the overall controller of 
the personal data that is collected and 
held by the electronic monitoring 
system until any personal data has 
been transferred to another justice 
partner. Each justice partner is an 
independent data controller, and we 
share data with each other to facilitate 
the electronic monitoring process and 
that information feeding into the justice 
system.  A list of the relevant partners 
and details of the information that will 
be shared with them and their basis for 
processing this is included in Annex D.   
 
The service provider, the processor, is 
authorised by the Scottish Government 
under contract to take responsibility for 
the processing of personal data 
received from the relevant justice 
partner(s) until that data is transferred 
to another justice partner. The 
electronic monitoring service provider 
are the data processors. 
 
For the purposes of this GPS rollout the 
additional data processed will be 
restricted to locational data  for those 
individuals with appropriate HDC 
release conditions who have been 
assessed as suitable.  
 

Is the organisation a public authority or 
body as set out in Part 2, Chapter 2, 

Yes 
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Section 7 of the Data Protection Act 
2018? 
 
Lawful basis for 
processing under 
UK General Data 
Protection 
Regulation (UK 
GDPR) Article 6 
for the collection 
and sharing of 
personal data – 
general 
processing 

 

6(1)(c) - processing is 
necessary for 
compliance with a legal 
obligation to which the 
controller is subject 

 
6(1)(d) - processing is 
necessary in order to 
protect the vital 
interests of the data 
subject or of another 
natural person.  This 
would be used in the 
circumstances in which 
it is necessary to 
process the personal 
data to protect 
someone’s life. 

 
6(1)(e) – processing is 
necessary for the 
performance of a task 
carried out in the public 
interest 

Lawful basis for 
processing under 
UK General Data 
Protection 
Regulation (UK 
GDPR) Article 9 – 
special category 
data or Article 10 
– criminal 
convictions data 
 
Include condition 
from Schedule 1 
or 2 of the Data 
Protection Act 
2018  

 

9(2)(f) processing is 
necessary for the 
establishment, 
exercise or defence of 
legal claims or 
whenever courts are 
acting in their judicial 
capacity 

 
9(2)(g) – processing is 
necessary for reasons 
of substantial public 
interest on the basis of 
Union or Member 
State law which is 
proportionate to the 
aim pursued and 
which contains 
appropriate 
safeguards 
 
Processing satisfies 
the conditions in 
paragraph 6 of 
Schedule 1 of the Data 
Protection Act 2018 in 
that processing is 
necessary for reasons 
of substantial public 
interest, and  
necessary for the 
exercise of a function 
conferred on Scottish 
Ministers 
 

 
 

Law 
Enforcement – if 
any law 
enforcement 
processing will 
take place – 
lawful basis for 
processing 
under Part 3 of 
the Data 
Protection Act 
2018 
 

 

 
Section 35(2)(b) of the 
Act. The legal bases 
for processing the data 
for the relevant law 
enforcement purposes 
are set out at 
regulation 4 of the 
Electronic Monitoring 
(Use of Devices and 
Information) (Scotland) 
Regulations 2025. 

 

Legal gateway 
for any sharing 
of personal data 
between 
organisations 
 

The Community 
Justice (Scotland) Act 
2016, Section 35, also 
provides for a duty to 
co-operate (as 
reasonably 
practicable) “in the 
exercise of their 
[partners] respective 
functions in relation to 
community justice”. 
This duty to co-operate 
may include sharing 
information. 
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Section 10 of the 2019 
Act  allows Scottish 
Ministers to contract 
out for EM services, 
the current contract is 
made under this 
provision. This allows 
EM service provider to 
provide the personal 
data it collects on its 
devices to Scottish 
Ministers. 
 
Section 1 of the 
Management of 
Offenders etc. 
(Scotland) Act 2005 
also allows the 
Scottish Ministers to 
share personal data to 
be shared with Police 
Scotland and local 
authorities for the 
purposes of them 
performing their 
functions in relation to 
individuals released to 
the community under 
supervision. 
 
Section 17A(3) of the 
Prisoners and Criminal 
Proceedings 
(Scotland) Act 1993 
(together with rule 5 of 
the Parole Board 
(Scotland) Rules 2022) 
allows Ministers to 
share a recalled 
prisoner’s personal 
data with the Parole 
Board for Scotland in 
certain circumstances.  

 
 

 
4. Consultation 

 
 Questions Comments 
4.1 Have you consulted with the ICO 

using the Article 36(4) form? 
 

Yes , Article 36(4) form has already been 
sent. 
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(please provide a link to it) 
 
If the ICO has provided feedback, 
please include this. 

The form and the feedback from the ICO 
can be provided on request. 

4.2 Do you need to hold a public 
consultation and if so has this 
taken place? What was the result? 

A public consultation ran from 2 March 
2017 – 19 May 2017. 
 
Electronic monitoring in Scotland: 
consultation on proposals for legislation - 
gov.scot (www.gov.scot) 
 
The consultation received 63 responses, 
59% from organisations and 41% from 
individuals. 56 responses agreed to the 
use of GPS technology for electronic 
monitoring. 
 
An analysis of the consultation was 
published on 14 September 2017. 
 
Electronic monitoring in Scotland: analysis 
of consultation responses - gov.scot 
(www.gov.scot) 

4.3 Were there any 
Comments/feedback from the 
public consultation about privacy, 
information or data protection? 

46 responses where received on the 
question of data collection, 4 considered 
that data should be collected only for 
monitoring compliance, 16 largely for 
monitoring compliance, but with exceptions 
in certain circumstances, and 26 both for 
monitoring compliance, but also for other 
purposes such as investigating crime. 
 
Half of these respondents qualified their 
view stating that use of the data for other 
purposes should take place only where the 
individual provided consent at the 
beginning of the period of electronic 
monitoring. A few of the others 
emphasised that appropriate safeguards 
should be in place, including data 
protection protocol. 

 

5. Further assessment and risk identification 
 
<Use this section to identify risks which are further detailed in section 6> 
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5.1 Will the proposal require the 

creation of new identifiers, or 
require the use of existing ones? 

As delivery of GPS rollout will use 
existing cloud based web-enabled 
application, existing process will 
continue. This includes the service 
provider creating an account for each 
individual electronically monitored and 
allocating a system generated unique 
ID number to that individual. All 
information captured for that individual 
is held within this secure account. 
 
An IT Health Check that included 
penetration testing took place prior to 
any system release during 
implementation of the service provider 
systems and equipment.  
 
Further IT Health Checks will be 
undertaken as part of GPS rollout. 
 

5.2 Will the proposal require 
regulation of: 

• technology relating to 
processing 

• behaviour of individuals using 
technology 

• technology suppliers 

• technology infrastructure 

• information security 
 

Yes, technology relating to processing. 
 
The Electronic Monitoring (Approved 
Devices) (Scotland) Amendment 
Regulations 2024, and The Electronic 
Monitoring (Use of Devices and 
Information) (Scotland) Regulations 
2025 are the only regulations required. 
 

5.3 Will the proposal require 
establishing or change to 
operation of an established public 
register (e.g. Accountancy in 
Bankruptcy, Land Register etc.) 
or other online service/s? 
 

No 

5.4 Please provide details of whether 
the proposal will involve the 
collection or storage of data to be 
used as evidence or use of 
investigatory powers (e.g.in 
relation to fraud, identify theft, 
misuse of public funds, any 
possible criminal activity, witness 
information, victim information or 
other monitoring of online 
behaviour) 

All data held by the service provider is 
stored on their IT equipment, subject to 
the data security provisions set out in 
the contract with Scottish Ministers. 
 
Personal data, including special 
category data and location data will be 
securely stored, with access limited to 
staff employed by the service provider 
and Scottish Government staff 
employed to manage the contract. All 
data is and will be controlled by the 
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Scottish Ministers, managed by the 
service provider under contract. 
 
This might be shared in relation to 
investigation of a crime as defined in 
Section 36 of the Data Protection Act 
2018 and Schedule 2 Part 1 Paragraph 
2 (Crime & taxation: general) for the 
purposes of the prevention or detection 
of crime or the apprehension or 
prosecution of offenders. Real-time 
location data might also be shared with 
Police Scotland if the person enters an 
exclusion zone set as part of the licence 
release conditions. 
 
 

5.5 Would the proposal have an 
impact on a specific group of 
persons e.g. children, vulnerable 
individuals, disabled persons, 
persons with health issues, 
persons with financial difficulties, 
elderly people? (Please specify)  
In what way?  
 

This DPIA relates to the collection of 
data and information for those 
assessed as suitable for GPS location 
monitoring. This will have a direct 
impact on the main data subject, who 
might belong to a specific group. 
 
An Equalities Impact Assessment has 
been drafted, with the intention that this 
is to be published alongside the 
Regulations in the Scottish Parliament. 
 

5.6 Is there anything potentially 
controversial or of significant 
public interest in the policy 
proposal as it relates to 
processing of data? For example, 
is the public likely to views the 
measures as intrusive or 
onerous? 
 
Are there any potential 
unintended consequences with 
regards to the provisions e.g. 
would the provisions result in  
unintended surveillance or 
profiling.  
 
Have you considered whether the 
intended processing will have  
appropriate safeguards in place? 
If so briefly explain the nature of 

We think there may be a general 
interest in the first use of GPS 
technology in Scotland, but that any 
questions about privacy have clear 
answers, showing a proportionate and 
safeguarded approach to the 
processing of data.  
 
Personal data, including special 
category data and location data will be 
securely stored. However, as noted 
above may not be limited to what is 
necessary for the purposes of 
monitoring compliance due to technical 
reasons related to functionality of the 
EM equipment.  Also noted above, this 
additional data may be shared with 
Police Scotland when gathering 
evidence on potential/alleged offences 
they are investigating. 
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 Question Comments 
those safeguards and how any 
safeguards ensure the balance of 
any competing interests in 
relation to the processing.   

 
Safeguards are in place which are 
currently operating for existing EM 
service and will cover phase 1 rollout of 
GPS technology. All personal data is 
held on a secure cloud based IT 
system. Access to the data is strictly 
limited with login access to the system.  
controlled centrally by username and 
password controls. Further, as noted at 
2.4 above, the Regulations will provide 
additional safeguards by limiting 
retention periods and the purposes for 
which the Scottish Ministers (as SPS) 
can share the information obtained from 
monitoring an individual. Where an 
individual wishes access to their own 
information the current system of 
subject access request will apply. 
 
Impact assessments were prepared 
and published in relation to the 
Management of Offenders (Scotland) 
Act 2019, including Privacy Impact 
Assessment 
Management of Offenders (Scotland) 
Bill: electronic monitoring privacy 
impact assesment - gov.scot 
(www.gov.scot) 
 
An updated Equalities Impact 
Assessment will support GPS rollout 
and this will be published alongside the 
Regulations in the Scottish Parliament. 

5.7 Are there consequential changes 
to other legislation that need to be 
considered as a result of the 
proposal or the need to make 
further subordinate legislation to 
achieve the aim?  
 

No 

5.8 Will this proposal necessitate an 
associated code of conduct?  
If so, what will be the status of the 
code of conduct (statutory, 
voluntary etc.)? 
 

HDC guidance for agencies is currently 
being updated to address the 
availability of GPS monitoring for 
exclusion zone conditions and wider 
changes to HDC. This will be published 
following this update. 
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5.9 Have you considered whether the 

intended processing will have  
appropriate safeguards in place, 
for example in relation to data 
security, limitation of storage time, 
anonymisation? If so briefly 
explain the nature of those 
safeguards 
 
Please indicate how any 
safeguards ensure the balance of 
any competing interests in 
relation to the processing.   

In line with Part 2 and Part 3 (where this 
relates to law enforcement processing) 
of the Data Protection Act 2018, activity 
in, and accessing of, the electronic 
monitoring system is logged and an 
audit trail is maintained to help 
evidence cases of inappropriate use of 
the system. Access to the audit trail is 
strictly limited to authorised users able 
to view and report on the contents. 
Audit reporting retains all actions 
resulting in creation, update or deletion 
of all information within the system.  
 
Prior to the start of the contract, in 
advance of the final systems 
acceptance and application go live, 
penetration and vulnerability testing 
was carried out by an accredited third 
party tester. The service providers were 
also assessed against the Cyber 
Essentials Scheme Test Specification. 
 

5.10 Will the processing of personal 
data as a result of the proposal 
have an impact on decisions 
made about individuals, groups or 
categories of persons? If so, 
please explain the potential or 
actual impact. This may include, 
for example, a denial of an 
individual’s rights or use of social 
profiling to  inform policy making. 
 

Yes, as noted above SPS will make a 
decision on revocation and recall of the 
individual to prison based on 
compliance information gathered during 
phase 1 rollout. 

5.11 Will the proposal include 
automated decision 
making/profiling of individuals 
using their personal data?  

No 

5.12 Will the proposal require the 
transfer of personal data to a 
‘third country’? (Under UK GDPR 
this is defined as country outside 
the UK.)  

Data is retained within UK only and is 
not transferred out with the UK. 
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Data Protection Officer (DPO) 
 
The DPO may give additional advice, please indicate how this has been actioned. 
  

 

I confirm that the <what you are doing> has been sufficiently assessed in 
compliance with the requirements of the UKGDPR and Data Protection Act 
2018 

Name and job title of a IAO or 
equivalent 

Date each version authorised 

 

 

 

 

 

 

Advice from DPO Action 
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 Annex A– Data flow map 
 
SPS will have the option to set geographic restrictions as part of an HDC release 
licence, and for those restrictions to be monitored by GPS technology.  
 
 

 
  

Individual assessed as suitable for HDC using 
internal and external sources. 

Risk assessment carried out and decision 
made on imposing any GPS monitored 

geographical exclusion zones as a specific risk 
management tool. 

Final release decision made, including the 
details of any geographical exclusion zones to 

be added to release licences conditions. 

Release licences conditions explained to 
prisoner before release and copy provided, 

including precise description and map of any 
exclusion zone. 

Shared with EM service provider for 
monitoring & processing of data 

collected by device 

Shared with Police Scotland 
for awareness 

Not complied Complied 

EM service provider 
continues to monitor and 
process data throughout 
HDC release period 

EM service provider will 
report any breach to SPS 
&/or Police Scotland for 
action / recall 

EM service provider retains all data 
for 5 years after end of contract for 
the purpose of supporting ongoing 
criminal cases in process.  

EM service provider will install equipment, explain how 
data will be collected and used (privacy notice), and 
then during the HDC period will monitor compliance 

and process data gathered around HDC 
curfew/exclusion zone licence conditions. 

Data gathered can be shared with 
Police Scotland when gathering 
evidence on potential/alleged 

offences they are investigating or to 
help locate a person who has 
entered an exclusion zone. 
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Annex B   
 

ELECTRONIC MONITORING – PRIVACY NOTICE 
 
 
This privacy notice tells you what to expect when [the service provider] collects 
personal information with regards to the monitoring of compliance with the 
geographical conditions placed on you. 
 
It applies to information we collect when: 
 

• a copy of an order or licence from the imposing court, prison, Parole Board or 

the Children’s Hearing Panel is sent to [the service provider] 

• you phone, email or make a complaint to us.  

 
The Scottish Government is the data controller for the information and [the service 
provider] are the data processors. We collect and process the information on behalf 
of the Scottish Government who ensure that the collection and processing of 
information by [the service provider] is adequate, relevant and limited to what is 
necessary for the purpose of monitoring compliance with the conditions placed on 
you by ___________________________.  
 
How information about you will be used 
 
During the period of your order or licence, the following data may be collected and 
can be held for up to five years after the end of this contract: 
 
● Name, address, date of birth, gender, contact details 

● Details of the premises holder of the curfew address, if not you 

● Any other personally identifiable information received from court, prison, 

Parole Board or the Children’s Hearing Panel 

● Details of your order, including curfew hours, and in the case of court orders, 

details of the charge levelled against you 

● Details of you entering and leaving your curfew address and/or any 

address/place you are not allowed to enter; 

● Any information you provide to [the service provider]. 

● Geographic data showing your whereabouts may be shared with Police 

Scotland if you enter an exclusion zone (the area that your order or licence 

conditions say you must not enter), to help them locate you. Geographic data 

showing data about your whereabouts at a particular time may be shared 

with: 
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1) Police Scotland or the Crown Office or the Scottish Court and Tribunal 

Service when gathering evidence on potential/alleged offences they are 

investigating or prosecuting respectively,  

2) local authorities if they are providing supervision, advice, assistance and 

guidance to you,  

3) the Parole Board for Scotland to allow them to consider whether any 

licence recall should be cancelled, and  

4) Multi Agency Public Protection Arrangement partners to allow an 

assessment and management of the risks posed by you on release from 

custody. 

● The personal data you provide to [the service provider] will also be used to 

produce statistics and carry out research that serve the public good, both by 

[the service provider] and Scottish Government.  People will not be identified 

within those statistics or research. 

 
When you email us 
 
When you contact us via email, we will retain your email and our response to it for 
business reasons usually for no longer than five years after the end of our contract 
with Scottish Government. After that, we will securely transfer the records to the data 
controller. We will only use your email address or phone number to reply to you and 
not for any other purpose. 
 
When you make a complaint to us 
 
When you make a complaint to us, we ask for your full name and address, as well as 
for as much detail about the complaint as possible. We will store this information in a 
file, which we will restrict to specific staff handling the complaint within [service 
provider]. We will retain the material for five years after the end of our contract with 
Scottish Government and then securely transfer to the data controller. 
 
We will disclose the details of the complaint with the Scottish Government and how 
we resolved the matter. 
 
Disclosure of personal information 
 
Information related to your compliance will be shared with justice agencies (the 
imposing court, prison, Parole Board, the Children’s Hearing Panel, Police Scotland 
or any relevant Justice Social Work Department) in accordance with the UK General 
Data Protection Regulation and with the principles of legality, necessity, and 
proportionality as defined in the Data Protection Act 2018. 
 
We will not disclose any personal data you provide us – such as email addresses or 
phone numbers - unless it is authorised by the Scottish Government and is: 
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• required by law 

• to prevent and detect crime (for example, information may be shared with 

police during the investigation of a crime) 

• to produce anonymised statistics, or 

• relevant to local authorities if they are providing supervision, advice, 

assistance and guidance to you. 

 
Lawful basis for processing 
 
The lawful basis we rely on to process your personal data is Article 6(1)(c),(d) and 
(e) of the UK General Data Protection Regulation (UK GDPR). This allows us to 
process personal data when this is necessary to perform our public task and ensure 
compliance with a legal obligation to which we are subject, and to protect vital 
interests of an individual where necessary. Where we are processing your personal 
data for law enforcement purposes, we rely on section 35(2)(b) of the Data 
Protection Act 2018. 
 
How to contact us 
 
Please contact us using the Home Monitoring Unit or call the control centre on 
[service provider phone number] if you have any questions about our privacy policy 
or information we hold about you. 
 
Complaints 

If you are dissatisfied with the way we handle your personal data, you can raise your 

concerns with the Scottish Government Data Protection Officer in the first instance. 

You can do this by e-mail to DataProtectionOfficer@gov.scot or write to :  

Data Protection Officer 
Victoria Quay 
Commercial Street 
Edinburgh 
EH6 6QQ 
 
If you feel they have been unable, or unwilling to resolve your complaint, you have 
the right to lodge a complaint with the Regulator for data protection in the UK, the 
Information Commissioner's Office (ICO): 

The Information Commissioner 
Wycliffe House 
Water Lane 
Wilmslow 
Cheshire 
SK9 5AF 
 

https://ico.org.uk/concerns/handling/ 
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Annex C  
 

Home Detention Curfew (HDC) 
 
HDC is provided for under Section 3AA of the Prisoners and Criminal Proceedings 
Act 1993. This legislation makes provision for Scottish Ministers to permit statutorily 
eligible individuals to serve a portion of their custodial sentence in the community, 
using electronic monitoring and appropriate licence conditions (including curfew 
conditions), to safely manage the individual whilst they are released on HDC. 
 
It is a legal requirement that the decision to release any individual on HDC must fully 
consider: 
 
(a) protecting the public at large; 
(b) preventing re-offending by the individual; and 
(c) securing the successful re-integration of the individual into the community. 
  
The principal purpose behind HDC is to provide those who are eligible, and whose 
risk is assessed as manageable in the community, with an appropriately managed 
and monitored return to their communities prior to their sentence expiry. The 
introduction of GPS devices to monitor geographical release conditions is an 
additional risk management tool which can increase public safety. 
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Annex D -  How GPS data will be processed by G4S and Partners  
 
Personal information of monitored persons will be gathered through secure and well-
established networks/processes as part of the justice system and subject to the data 
security provisions set out in the contract with the Scottish Ministers. All 
organisations other than G4S use the Public Services Network for communications 
and data transmitted between the relevant partner to G4S will be sent via this secure 
network to a single point of contact. All  local authority justice social work services 
operate secure single point of contact in-boxes, with administrative staff handling 
sensitive data relating to justice social work service users every day in every facet of 
their role, including identifying and passing on information about service users to the 
appropriate supervising social worker. This is considered by justice social work 
services to be reliable process that will reduce the risk of communication breakdown. 
Personal data when held by G4S, will be input to a secure cloud based IT system by 
G4S staff who have signed a confidentiality agreement, been subject to vetting and 
screening procedures and Disclosure Scotland checks. G4S has specific policies 
relating to acceptable use of assets, storage, handling and transmission of assets. 
G4S also apply the requirements of HMG Baseline Personnel Security Standard 
(BPSS) for all staff having access to OFFICIAL information. G4S information assets 
and information processing facilities are certified to ISO27001 Security awareness 
training is included in the induction training and staff are required to sign a security 
briefing to confirm they are aware of, understand and agree to comply.  
Proportionate personal data is shared lawfully with a number of justice partners 
including: 
 
Who  Why  
Police Scotland To discharge their statutory functions 

within the Criminal Procedure (Scotland) 
Act 1995 and Management of Offenders 
(Scotland) Act 2019 in relation to: 

• Sexual Offences Prevention Order 

• Sexual Harm Prevention Order 

(once commenced)  

• Bail order 

• Electronic Monitoring Order 

Personal data, including special category 
data and criminal offence data might 
also be shared in relation to investigation 
of a crime as defined in Section 36 of the 
Data Protection Act 2018 and Schedule 
2 Part 1 Paragraph 2 (Crime & taxation: 
general) for the purposes of the 
prevention or detection of crime or the 
apprehension or prosecution of 
offenders.  
Release of this data by G4S to Police 
Scotland (under Section 29 of the Data 
Protection Act 2018) is only when 
approved by the relevant Scottish 
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Government Data Controller. The Data 
Controller consider the reason for the 
request on a case by case basis, with 
pre-agreed criteria, and approves this 
request only once satisfied that release 
of the information is lawful.   

Scottish Prison Service To discharge their statutory functions 
within the Prisoner and Criminal 
Proceedings (Scotland) Act 1993 and 
Management of Offenders (Scotland) Act 
2019 in relation to release on licence, 
including 

• Home Detention Curfew 

• condition of Temporary Release 

licence from Prison 

 
Scottish Court & Tribunals Service To discharge their statutory functions 

within the Criminal Procedure (Scotland) 
Act 1995 and Management of Offenders 
(Scotland) Act 2019 in relation to: 

• Restriction of Liberty Order  

• Supervised Release Order  

• Community Payback Order 

• Drug Treatment and Testing Order 

• Bail Order  

 
Where an associated electronic 
monitoring order has been made.  

Parole Board for Scotland To discharge their statutory functions 
within the Prisoner and Criminal 
Proceedings (Scotland) Act 1993 and 
Management of Offenders (Scotland) Act 
2019 in relation to restriction condition of 
Parole or a non-Parole Licence. 

Justice Social Work To discharge their statutory functions 
within the Criminal Procedure (Scotland) 
Act 1995, Social Work (Scotland) Act 
1968 in relation to: 

• Requirement Restricting 

Movement as part of a Drug 

Treatment & Testing Order 

• Restricted Movement 

Requirement as part of a 

Community Payback Order 

 
Scottish Children’s Hearing Reporter 
Administration (SCRA) 

To discharge their statutory functions 
within the Children's Hearing (Scotland) 
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Act 2011 in relation to Movement 
Restriction Condition, applied as part of 
an Intensive Support and Monitoring 
Service 

G4S To discharge their contractual functions 
within the Scottish Ministers contract in 
relation to all EM policy uses in relation 
to compliance (shared with relevant 
authority as detailed above), and 
management information for audit and 
statistic & research purposes (shared 
with Scottish Government). 

 
Statistical and Research Purposes 
 
The monitored person is the data subject and as such has data rights in accordance 
with the Data Protection Act 2018 which will be respected. In accordance with UK 
GDPR Recital 26 personal data that has been anonymised is not subject to the UK 
GDPR.  
 
However, the monitored persons agreement to use this data for statistical and 
research purposes is desirable before the data collected about electronic monitoring 
can be used for those purposes. A statutory basis exists for using this data for 
statistical and research purposes as set out in GDPR regulations (9: Processing of 
special categories of personal data).  Under section 9(j) - processing is necessary for 
archiving purposes in the public interest, scientific or historical research purposes or 
statistical purposes in accordance with Article 89(1).  
 
A Privacy Notice and Electronic Monitoring Agreement is explained and signed by 
the monitored person during installation at the start of the electronic monitoring order 
and provides that the collection and processing of information by G4S is necessary 
to ensure the compliance with a legal obligation placed on them, describes what 
personal data will be processed, who owns this data and how it will be used 
(including for statistical and research purposes). This also includes the right to 
request a copy of any data held by G4S about them under Subject Access Requests 
in accordance with Part 3 (chapter 3) of the Data Protection Act 2018.  
 
Any research or statistical information that may be published in the future will be 
statistical disclosure control, so individuals could not be identified.  Non-routine 
sharing is covered in the section below. 
 
This data is stored securely within the Monitored Person’s record within a secure, 
cloud based web-enabled application and retained in accordance with UK GDPR 
Article.  Data is retained within UK only and is not transferred out with the UK. More 
details of technology used by G4S is at section 5.3 below. Access to the Chronos 
system is strictly limited and login access is controlled centrally by username and 
password controls, and these are not shared with unauthorised personnel. 
Additionally, G4S operates a data access policy grounded in the principle of least 
privilege, with access only granted where required. Information held within the 
electronic monitoring system is confidential, treated as OFFICIAL SENSITIVE and 
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not shared with any person or relevant authority not granted access to this audited IT 
system unless there is a lawful reason to do so.  
 


