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Regulation (EU) No 910/2014 of the European Parliament and of the Council
of 23 July 2014 on electronic identification and trust services for electronic

transactions in the internal market and repealing Directive 1999/93/EC

CHAPTER III

TRUST SERVICES

SECTION 2

Supervision

Article 19

Security requirements applicable to trust service providers

1 Qualified and non-qualified trust service providers [F1established in the United
Kingdom] shall take appropriate technical and organisational measures to manage the risks
posed to the security of the trust services they provide. Having regard to the latest technological
developments, those measures shall ensure that the level of security is commensurate to the
degree of risk. In particular, measures shall be taken to prevent and minimise the impact of
security incidents and inform stakeholders of the adverse effects of any such incidents.

2 Qualified and non-qualified trust service providers [F2established in the United
Kingdom] shall, without undue delay but in any event within 24 hours after having become
aware of it, notify the supervisory body F3... of any breach of security or loss of integrity that
has a significant impact on the trust service provided or on the personal data maintained therein.

Where the breach of security or loss of integrity is likely to adversely affect a natural or
legal person to whom the trusted service has been provided, the trust service provider
shall also notify the natural or legal person of the breach of security or loss of integrity
without undue delay.
F4...

The notified supervisory body shall inform the public or require the trust service
provider to do so, where it determines that disclosure of the breach of security or loss
of integrity is in the public interest.
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F2 Words in Art. 19(2) inserted (31.12.2020) by The Electronic Identification and Trust Services for
Electronic Transactions (Amendment etc.) (EU Exit) Regulations 2019 (S.I. 2019/89), reg. 1(2), Sch.
para. 14(3)(a)(i); 2020 c. 1, Sch. 5 para. 1(1)

F3 Words in Art. 19(2) omitted (31.12.2020) by virtue of The Electronic Identification and Trust Services
for Electronic Transactions (Amendment etc.) (EU Exit) Regulations 2019 (S.I. 2019/89), reg. 1(2),
Sch. para. 14(3)(a)(ii); 2020 c. 1, Sch. 5 para. 1(1)

F4 Words in Art. 19(2) omitted (31.12.2020) by virtue of The Electronic Identification and Trust Services
for Electronic Transactions (Amendment etc.) (EU Exit) Regulations 2019 (S.I. 2019/89), reg. 1(2),
Sch. para. 14(3)(b); 2020 c. 1, Sch. 5 para. 1(1)

F5 Art. 19(3) omitted (31.12.2020) by virtue of The Electronic Identification and Trust Services for
Electronic Transactions (Amendment etc.) (EU Exit) Regulations 2019 (S.I. 2019/89), reg. 1(2), Sch.
para. 14(4); 2020 c. 1, Sch. 5 para. 1(1)

F6 Art. 19(4) omitted (31.12.2020) by virtue of The Electronic Identification and Trust Services for
Electronic Transactions (Amendment etc.) (EU Exit) Regulations 2019 (S.I. 2019/89), reg. 1(2), Sch.
para. 14(4); 2020 c. 1, Sch. 5 para. 1(1)
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