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Directive (EU) 2016/680 of the European Parliament and of the Council
of 27 April 2016 on the protection of natural persons with regard to the
processing of personal data by competent authorities for the purposes
of the prevention, investigation, detection or prosecution of criminal

offences or the execution of criminal penalties, and on the free movement
of such data, and repealing Council Framework Decision 2008/977/JHA

CHAPTER II

Principles

Article 4

Principles relating to processing of personal data

1 Member States shall provide for personal data to be:
a processed lawfully and fairly;
b collected for specified, explicit and legitimate purposes and not processed in a manner

that is incompatible with those purposes;
c adequate, relevant and not excessive in relation to the purposes for which they are

processed;
d accurate and, where necessary, kept up to date; every reasonable step must be taken to

ensure that personal data that are inaccurate, having regard to the purposes for which
they are processed, are erased or rectified without delay;

e kept in a form which permits identification of data subjects for no longer than is
necessary for the purposes for which they are processed;

f processed in a manner that ensures appropriate security of the personal data, including
protection against unauthorised or unlawful processing and against accidental loss,
destruction or damage, using appropriate technical or organisational measures.

2 Processing by the same or another controller for any of the purposes set out in Article
1(1) other than that for which the personal data are collected shall be permitted in so far as:

a the controller is authorised to process such personal data for such a purpose in
accordance with Union or Member State law; and

b processing is necessary and proportionate to that other purpose in accordance with
Union or Member State law.

3 Processing by the same or another controller may include archiving in the public
interest, scientific, statistical or historical use, for the purposes set out in Article 1(1), subject to
appropriate safeguards for the rights and freedoms of data subjects.

4 The controller shall be responsible for, and be able to demonstrate compliance with,
paragraphs 1, 2 and 3.
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Article 5

Time-limits for storage and review

Member States shall provide for appropriate time limits to be established for the erasure
of personal data or for a periodic review of the need for the storage of personal data.
Procedural measures shall ensure that those time limits are observed.

Article 6

Distinction between different categories of data subject

Member States shall provide for the controller, where applicable and as far as possible,
to make a clear distinction between personal data of different categories of data subjects,
such as:

(a) persons with regard to whom there are serious grounds for believing that they have
committed or are about to commit a criminal offence;

(b) persons convicted of a criminal offence;

(c) victims of a criminal offence or persons with regard to whom certain facts give rise to
reasons for believing that he or she could be the victim of a criminal offence; and

(d) other parties to a criminal offence, such as persons who might be called on to
testify in investigations in connection with criminal offences or subsequent criminal
proceedings, persons who can provide information on criminal offences, or contacts
or associates of one of the persons referred to in points (a) and (b).

Article 7

Distinction between personal data and verification of quality of personal data

1 Member States shall provide for personal data based on facts to be distinguished, as
far as possible, from personal data based on personal assessments.

2 Member States shall provide for the competent authorities to take all reasonable steps
to ensure that personal data which are inaccurate, incomplete or no longer up to date are not
transmitted or made available. To that end, each competent authority shall, as far as practicable,
verify the quality of personal data before they are transmitted or made available. As far as
possible, in all transmissions of personal data, necessary information enabling the receiving
competent authority to assess the degree of accuracy, completeness and reliability of personal
data, and the extent to which they are up to date shall be added.

3 If it emerges that incorrect personal data have been transmitted or personal data have
been unlawfully transmitted, the recipient shall be notified without delay. In such a case, the
personal data shall be rectified or erased or processing shall be restricted in accordance with
Article 16.
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Article 8

Lawfulness of processing

1 Member States shall provide for processing to be lawful only if and to the extent that
processing is necessary for the performance of a task carried out by a competent authority for
the purposes set out in Article 1(1) and that it is based on Union or Member State law.

2 Member State law regulating processing within the scope of this Directive shall
specify at least the objectives of processing, the personal data to be processed and the purposes
of the processing.

Article 9

Specific processing conditions

1 Personal data collected by competent authorities for the purposes set out in Article
1(1) shall not be processed for purposes other than those set out in Article 1(1) unless such
processing is authorised by Union or Member State law. Where personal data are processed for
such other purposes, Regulation (EU) 2016/679 shall apply unless the processing is carried out
in an activity which falls outside the scope of Union law.

2 Where competent authorities are entrusted by Member State law with the performance
of tasks other than those performed for the purposes set out in Article 1(1), Regulation (EU)
2016/679 shall apply to processing for such purposes, including for archiving purposes in
the public interest, scientific or historical research purposes or statistical purposes, unless the
processing is carried out in an activity which falls outside the scope of Union law.

3 Member States shall, where Union or Member State law applicable to the transmitting
competent authority provides specific conditions for processing, provide for the transmitting
competent authority to inform the recipient of such personal data of those conditions and the
requirement to comply with them.

4 Member States shall provide for the transmitting competent authority not to apply
conditions pursuant to paragraph 3 to recipients in other Member States or to agencies, offices
and bodies established pursuant to Chapters 4 and 5 of Title V of the TFEU other than
those applicable to similar transmissions of data within the Member State of the transmitting
competent authority.

Article 10

Processing of special categories of personal data

Processing of personal data revealing racial or ethnic origin, political opinions, religious
or philosophical beliefs, or trade union membership, and the processing of genetic data,
biometric data for the purpose of uniquely identifying a natural person, data concerning
health or data concerning a natural person's sex life or sexual orientation shall be
allowed only where strictly necessary, subject to appropriate safeguards for the rights
and freedoms of the data subject, and only:

(a) where authorised by Union or Member State law;
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(b) to protect the vital interests of the data subject or of another natural person; or

(c) where such processing relates to data which are manifestly made public by the data
subject.

Article 11

Automated individual decision-making

1 Member States shall provide for a decision based solely on automated processing,
including profiling, which produces an adverse legal effect concerning the data subject or
significantly affects him or her, to be prohibited unless authorised by Union or Member State
law to which the controller is subject and which provides appropriate safeguards for the rights
and freedoms of the data subject, at least the right to obtain human intervention on the part of
the controller.

2 Decisions referred to in paragraph 1 of this Article shall not be based on special
categories of personal data referred to in Article 10, unless suitable measures to safeguard the
data subject's rights and freedoms and legitimate interests are in place.

3 Profiling that results in discrimination against natural persons on the basis of special
categories of personal data referred to in Article 10 shall be prohibited, in accordance with
Union law.


