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Status: EU Directives are being published on this site to aid cross referencing from UK legislation. After
IP completion day (31 December 2020 11pm) no further amendments will be applied to this version.

ANNEX II

ECI OSP PROCEDURE

The OSP will identify critical infrastructure assets and which security solutions exist or are
being implemented for their protection. The ECI OSP procedure will cover at least:

1. identification of important assets;

2. conducting a risk analysis based on major threat scenarios, vulnerability of each asset,
and potential impact; and

3. identification, selection and prioritisation of counter-measures and procedures with a
distinction between:
— permanent security measures, which identify indispensable security

investments and means which are relevant to be employed at all times.
This heading will include information concerning general measures such
as technical measures (including installation of detection, access control,
protection and prevention means); organisational measures (including
procedures for alerts and crisis management); control and verification
measures; communication; awareness raising and training; and security of
information systems,

— graduated security measures, which can be activated according to varying
risk and threat levels.


