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Directive (EU) 2018/1972 of the European Parliament and of the
Council of 11 December 2018 establishing the European Electronic

Communications Code (Recast) (Text with EEA relevance)

PART I

FRAMEWORK (GENERAL RULES FOR THE ORGANISATION OF THE SECTOR)

TITLE V

SECURITY

Article 41

Implementation and enforcement

1 Member States shall ensure that, in order to implement Article 40, the competent
authorities have the power to issue binding instructions, including those regarding the measures
required to remedy a security incident or prevent one from occurring when a significant
threat has been identified and time-limits for implementation, to providers of public electronic
communications networks or publicly available electronic communications services.

2 Member States shall ensure that competent authorities have the power to require
providers of public electronic communications networks or publicly available electronic
communications services to:

a provide information needed to assess the security of their networks and services,
including documented security policies; and

b submit to a security audit carried out by a qualified independent body or a competent
authority and make the results thereof available to the competent authority; the cost of
the audit shall be paid by the provider.

3 Member States shall ensure that the competent authorities have all the powers
necessary to investigate cases of non-compliance and the effects thereof on the security of the
networks and services.

4 Member States shall ensure that, in order to implement Article 40, the competent
authorities have the power to obtain the assistance of a Computer Security Incident Response
Team (‘CSIRT’) designated pursuant to Article 9 of Directive (EU) 2016/1148 in relation to
issues falling within the tasks of the CSIRTs pursuant to point 2 of Annex I to that Directive.

5 The competent authorities shall, where appropriate and in accordance with national
law, consult and cooperate with the relevant national law enforcement authorities, the competent
authorities within the meaning of Article 8(1) of Directive (EU) 2016/1148 and the national
data protection authorities.


